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Related
documentation

Preface

As part of an effort to improve and enhance the performance and capabilities
of its product lines, EMC periodically releases revisions of its hardware and
software. Therefore, some functions described in this document may not be
supported by all versions of the software or hardware currently in use. For
the most up-to-date information on product features, refer to your product
release notes.

If a product does not function properly or does not function as described in
this document, please contact your EMC representative.

This document is part of the PowerPath documentation set, and is
intended for use by storage administrators and other information
system professionals responsible for using, installing, and
maintaining PowerPath.

Readers of this manual are expected to be familiar with the host
operating system where PowerPath runs, storage system
management, and the applications used with PowerPath.

Note: This manual applies to PowerPath on all supported platforms and
storage systems, unless indicated otherwise in the text.

The PowerPath documentation set includes:

EMC PowerPath Product Guide

EMC PowerPath for AIX Installation and Administration Guide
EMC PowerPath for HP-UX Installation and Administration Guide
EMC PowerPath for Linux Installation and Administration Guide
EMC PowerPath for Solaris Installation and Administration Guide
EMC PowerPath for Windows Installation and Administration Guide

L Z2BR 2BE 2R 2K 2R 4
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EMC PowerPath for AIX Release Notes

EMC PowerPath for HP-UX Release Notes

EMC PowerPath for Solaris Release Notes

EMC PowerPath for Linux Release Notes

EMC PowerPath for Windows Release Notes

These PowerPath manuals are updated periodically. Electronic
versions of the updated manuals are available on the Powerlink
website: http:/ /Powerlink. EMC.com.

L 2K 2BR 2R 2R 4

If your environment includes Symmetrix storage systems, refer also
to the EMC host connectivity guides, which are available on the
Powerlink website.

If your environment includes VNX™ Operating Environment (OE)
and CLARIiiON storage systems, refer also to the following manuals:

& EMC host connectivity guides

¢ VNX OE Storage System Support website
(www.emc.com/vnxsupport)

+ CLARIiON Storage-System Support website
(www.emc.com/ clariionsupport)

& EMC Navisphere Manager Version 6.X Administrator’s Guide
If your environment includes other vendors’ storage systems, refer to

the appropriate documentation from your vendor.

Conventions usedin  EMC uses the following conventions for special notices.
this document

Note: A note presents information that is important, but not hazard-related.

& CAUTION

A caution contains information essential to avoid data loss or
damage to the system or equipment. The caution may apply to
hardware or software.

& IMPORTANT

An important notice contains information essential to operation of
the software. The important notice applies only to software.
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Typographical conventions
EMC uses the following type style conventions in this document:

Normal Used in running (nonprocedural) text for:

* Names of interface elements (such as names of windows,
dialog boxes, buttons, fields, and menus)

* Names of resources, attributes, pools, Boolean expressions,
buttons, DQL statements, keywords, clauses, environment
variables, filenames, functions, utilities

* URLs, pathnames, filenames, directory names, computer

names, links, groups, service keys, file systems, notifications
Bold: Used in running (nonprocedural) text for:

* Names of commands, daemons, options, programs,
processes, services, applications, utilities, kernels,
notifications, system call, man pages

Used in procedures for:

* Names of interface elements (such as names of windows,
dialog boxes, buttons, fields, and menus)

* What user specifically selects, clicks, presses, or types

ltalic: Used in all text (including procedures) for:
o Fulltitles of publications referenced in text
* Emphasis (for example a new term)
* Variables

Courier: Used for:
o System output, such as an error message or script
* URLs, complete paths, filenames, prompts, and syntax when
shown outside of running text
Courier bold: Used for:
*  Specific user input (such as commands)

Courier italic:  Usedin procedures for:
* Variables on command line
* User input variables

<> Angle brackets enclose parameter or variable values supplied by
the user
[] Square brackets enclose optional values

| Vertical bar indicates alternate selections - the bar means “or”
{} Braces indicate content that you must specify (that is, x or y or z)

Ellipses indicate nonessential information omitted from the
example

EMC PowerPath Version 5.1 Product Guide “



Where to get help

Your comments

EMC support, product, and licensing information can be obtained as
follows.

Product information — For documentation, release notes, software
updates, or for information about EMC products, licensing, and
service, go to the EMC Powerlink website (registration required) at:

http:/ /Powerlink. EMC.com

Technical support — For technical support, go to EMC Customer
Service on Powerlink. To open a service request through Powerlink,
you must have a valid support agreement. Please contact your EMC
sales representative for details about obtaining a valid support
agreement or to answer any questions about your account.

Your suggestions will help us continue to improve the accuracy,
organization, and overall quality of the user publications. Please send
your opinion of this document to:

SSGDocumentation@EMC. com
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This chapter introduces PowerPath and provides a road map of
PowerPath and related documentation.

o About PowerPath LiCenSeS .....c..oovviviiiiiieiiiieeceeeeeeeeeeeee e 16
¢ PowerPath and related documentation ..........cccccevevveveieiieeeneennen. 18
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Introduction

About PowerPath licenses

The EMC® PowerPath® license type determines the PowerPath
functionality available. Table 1 summarizes the PowerPath licenses.

Table 1 PowerPath licenses
PowerPath? PowerPath Base PowerPath SEP
Supported Storage Systems (Fibre Channel and iSCSI)
Symmetrix® Yes No Yes
VNX™ OE Yes Yes Yes
CLARIiON® Yes YesC Yes
Third-party Yesd No No
Supported Operating Systems
Windows, Linux, Netware Yes Yes Yes
UNIX Yes No Yes
Features
Failover End-to-end failover. End-to-end failover. Backend failover only.®
Load balancing Yes No No
HBA support Two or more HBAs. Two HBAs. Single HBA.
Path support Non- VNX OE and VNX OE and CLARIiiON | Two paths only.
CLARIiON arrays: arrays:
Up to 32 paths. Up to 4 paths.
VNX OE and CLARIiON
arrays:
Up to 32 paths.
a. Formerly called PowerPath Enterprise, PowerPath Enterprise Plus.
b. PowerPath SE, PowerPath Fabric Failover, and Utility Kit PowerPath refer to the same product.
c. Supported on specific VNX OE and CLARIiON storage systems only.
d. PowerPath 5.1 for Windows does not support third-party arrays.
e. Switch-to-storage path failover only. No HBA failover.
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CLARIiiON AX-series support

Certain versions of PowerPath (as listed in the E-Lab Interoperability
Navigator on Powerlink) provide full functionality with or without a
license when the host is connected exclusively to CLARiiON
AX-series storage systems. Note that AX models earlier than
CLARiiON AX4-5 are not supported with PowerPath for AIX or
HP-UX.

Electronic license ordering and activation

Effective February 15, 2011, instead of the physical Right To Use
(RTU), the default delivery method for PowerPath licenses is
electronic. An electronic License Authorization Code (LAC) is sent by
email in order to redeem the license key on the Powerlink Licensing
portal. This does not affect upgrades because PowerPath retains
existing license information.

Physical RTU cards are still available as an option. EMC Global
Support, at 1-800-svc4emc (or 1-800-782-4362), can provide more
information. The EMC PowerPath Family Electronic License
Ordering Process Technical Notes, available on Powerlink, provides
more information about the PowerPath license electronic ordering
process.

About PowerPath licenses
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PowerPath and related documentation

This section includes information about the PowerPath
documentation set and about other related documentation.

PowerPath Table 2 shows the PowerPath documentation set.

documentation

Table 2 PowerPath documentation set

Title

Description

PowerPath for Windows Installation and
Administration Guide

Describes how to install and remove PowerPath on a Windows host.2

PowerPath for AlX Installation and
Administration Guide

Describes how to install and remove the PowerPath software, install and configure
PowerPath in AIX cluster environments, configure a PowerPath device as the boot
device. Discusses other issues and administrative tasks specific to PowerPath on
an AIX host.

PowerPath for HP-UX Installation and
Administration Guide

Describes how to install and remove the PowerPath software, install and configure
PowerPath in HP-UX cluster environments, configure a PowerPath device as the
boot device. Discusses other issues and administrative tasks specific to
PowerPath on an HP-UX host.

PowerPath for Linux Installation and
Administration Guide

Describes how to install, remove, and configure PowerPath on a Linux host,
configure a PowerPath device as the boot device. Discusses other issues and
administrative tasks specific to PowerPath on an Linux host.2

PowerPath for Solaris Installation and
Administration Guide

Describes how to install and remove the PowerPath software, install and configure
PowerPath in Solaris cluster environments, configure a PowerPath device as the
boot device. Discusses other issues and administrative tasks specific to
PowerPath on a Solaris host.

PowerPath Product Guide

Describes the load balancing and failover features of PowerPath, including the
powermt utility used to monitor and manage a PowerPath environment.

PowerPath Release Notes

Describes hardware and software requirements for the host and storage systems
in your PowerPath environment.

PowerPath Migration Enabler User’s Guide

Describes how to migrate data from one storage system to another with Migration
Enabler and either Open Replicator or Invista®. PowerPath Migration Enabler
requires a separate product license.

PowerPath Migration Enabler Release
Notes

Describes hardware and software requirements for Migration Enabler, as well as
known issues and limitations. PowerPath Migration Enabler requires a separate
product license.

a. The PowerPath installer has been localized for this platform. Localized versions of the installation and administration guide are available in
Brazilian Portuguese, French, German, ltalian, Korean, Japanese, Latin American Spanish, and simplified Chinese.
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Storage system
documentation

Other documentation

These manuals are updated periodically and posted on the
Powerlink® website (http://Powerlink. EMC.com).

Refer to the following documentation for information on setting up
your storage systems for PowerPath:

*

EMC host connectivity guides (available on the Powerlink
website)

VNX OE Storage System Support website
(www.emc.com/vnxsupport)

CLARIiiON Storage-System Support website
(www.emc.com/ clariionsupport)

The EMC product guide or configuration planning guide for your
storage-system model

The EMC installation guide and vendor documentation for your
HBA (host bus adapter)

Some PowerPath features can be administered through other EMC
applications:

*

*

To use PowerPath with EMC ControlCenter®, refer to EMC
ControlCenter Overview.

A subset PowerPath functions are available through the
Unisphere application for VNX OE systems. Refer to the VNX OE
Storage System Support website (www.emc.com/vnxsupport).

A subset of PowerPath functions are available through the
Navisphere® and the Unisphere applications for CLARiiON
systems. Refer to CLARiiON Storage-System Support website
(www.emc.com/clariionsupport).

EMC Invista documentation.

PowerPath and related documentation

Introduction
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PowerPath Overview

This chapter is an overview of PowerPath.

& INtroduction .......couoieieiiiiiiiic 22
¢ Using multiple ports.........ccccoeeveiiiininiiiiiceeceeeees 24
+ Dynamic multipath load balancing..........ccccccoovvviiiiiinnnn 32
o Automatic path failover.........cccoooiiiii 38
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+ Application tuning in a PowerPath environment..............ccc...... 43
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Path management

PowerPath features

PowerPath is host-based software that provides path management.
PowerPath operates with several storage systems, on several
operating systems, with Fibre Channel and iSCSI data channels (and,
with Windows 2000 and Windows Server 2003 only, parallel SCSI
channels).

PowerPath works with the storage system to intelligently manage
1/0 paths.

PowerPath supports multiple paths to a logical device, enabling
PowerPath to provide:

+ Automatic failover in the event of a hardware failure. PowerPath
automatically detects path failure and redirects I/O to another
path.

¢ Dynamic multipath load balancing. PowerPath distributes I/O
requests to a logical device across all available paths, thus
improving I/O performance and reducing management time and
downtime by eliminating the need to configure paths statically
across logical devices.

PowerPath path management features and functionality are
described in this guide.

PowerPath features include:

& Multiple paths, for higher availability and performance —
PowerPath supports multiple paths between a logical device and
a host. Having multiple paths enables the host to access a logical
device even if a specific path is unavailable. Also, multiple paths
can share the I/O workload to a given logical device.

¢ Dynamic multipath load balancing — PowerPath improves a
host’s ability to manage heavy I/0 loads by continually
balancing the load on all paths, eliminating the need for repeated
static reconfigurations as workloads change.

+ Proactive I/O path testing and automatic path recovery —
PowerPath periodically tests failed paths to determine if they are
fixed. If it passes the test, a path is restored automatically, and
PowerPath resumes sending I/0O to it. During path restoration,
the storage system, host, and application remain available.

EMC PowerPath Version 5.1 Product Guide
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PowerPath also periodically tests live paths that are idle. This
allows PowerPath to report path problems quickly, avoiding
delays that would otherwise result from trying to use a defective
path when I/0O is started on the logical device.

+ Automatic path failover — PowerPath automatically redirects
I/0 from a failed path to an alternate path. This eliminates loss of
data and application downtime. Failovers are transparent and
nondisruptive to applications.

+ High-availability cluster support — PowerPath is particularly
beneficial in cluster environments, as it can prevent operational
interruptions and costly downtime. PowerPath’s path failover
capability avoids node failover, maintaining uninterrupted
application support on the active node in the event of a path
disconnect (as long as another path is available).

PowerPath Migration Enabler

PowerPath Migration Enabler is a host-based migration tool that
allows you to migrate data between storage systems. PowerPath
Migration Enabler is independent of multipathing, and does not
require that you use PowerPath for multipathing. PowerPath
Migration Enabler works in conjunction with another underlying
technology, such as Open Replicator or Invista. In the case of HP-UX
only, it also works with two other underlying technologies, i.e. Host
Copy and TimeFinder/Clone.

Note: PowerPath Migration Enabler requires a separate product license. A
Migration Enabler license is technology specific; it allows you to migrate data
with either Open Replicator or Invista, but not with both technologies.

For more information about PowerPath Migration Enabler, refer to
these documents on Powerlink:

& EMC PowerPath Migration Enabler User’s Guide
& EMC PowerPath Migration Enabler Release Notes

Infroduction
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Using multiple ports

Paths

Figure 1

PowerPath can use multiple ports to each logical device. You can
configure a logical device as a shared device using two or more
interfaces. (An interface is, for example, an FA (Fibre Adapter) on a
Symmetrix system or an SP (Storage Processor) on a VNX OE and
CLARIiiON system.) In this way, all logical devices can be visible on
all ports, to enhance availability.

In the configuration shown in Figure 1, without PowerPath, there can
be at most one path to each logical device. A physical path comprises
a route between a host and a logical device: the host bus adapter (HBA,
a port on the host computer, through which the host can issue 1/0),
one or more cables, a switch, a storage system interface and port, and
the logical device. Since there are two logical devices in the figure,
there can be at most two interface ports and two HBAs—one port and
one HBA per logical device. (A port is an access point for data entry or
exit, or a receptacle on a device, where a cable for another device is
attached.)

Storage System

Interface

T.Bgical
Port 1 Device 0

Logical
Device 1

Without PowerPath: One path to each logical device

Without PowerPath, the host’s SCSI driver cannot take advantage of
multiple paths to a logical device. This is because most operating
systems view each path as a unique logical device, even when
multiple paths lead to the same logical device; this can result in data
corruption or a system crash. PowerPath eliminates this restriction.

With PowerPath, you can take advantage of the multiple paths to a
logical device that shared host and storage ports provide. The
number of shared paths possible with fabric configurations is even
greater. For example, PowerPath manages 1600 paths on a host with
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4 HBAs connected via a fabric to 4 ports on a storage system with
100 logical devices (4 HBAs x 4 FAs x 100 logical devices = 1600).

In contrast to Figure 1 on page 24, Figure 2 shows multiple paths to
each logical device, in a configuration with PowerPath.

RRISgS S Multiple paths to

each logical device,
Interface ' with PowerPath

Logical

]:ogica[
Device 1

Port 1 I Device 0
Port 2 - —

Figure 2 With PowerPath: Multiple paths to each logical device

In Figure 2, both logical devices are accessible through both interface
ports. This allows I/O to a logical device to flow through multiple
paths. In Figure 2, two paths lead to logical device 0 and two lead to
logical device 1.

PowerPath exploits the multipathing capability of storage systems.
Depending on the capabilities of the storage system, PowerPath
provides load-balanced and/or failure-resistant paths between a host
and a logical device. This allows PowerPath to:

+ Increase I/O throughput, by sending I/O requests targeted to the
same logical device over multiple paths.

+ Prevent loss of data access, by redirecting I/O requests from a
failed path to a working path.

Active-active, active-passive, and ALUA storage systems
PowerPath works with three types of storage systems:

+ Active-active—for example, Symmetrix, IBM TotalStorage
Enterprise Storage Server (ESS), Hitachi Lightning, Hitachi
TagmaStore, HP StorageWorks xp systems, HP StorageWorks
EVA 8000, and HP StorageWorks EVA 3000/5000 systems with
VCS 4.x

Using muiltiple ports “
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Active-active

Active-passive

* Active-passive—for example, VNX OE and CLARiiON systems
and HP StorageWorks EMA, MA, and EVA 3000/5000 systems
with VCS 3.x

¢ ALUA (asymmetric logical unit access)—for example, VNX OE
and CLARiiON CX3 systems with FLARE® version 03.26)

In an active-active storage system, if there are multiple interfaces to a
logical device, they all provide equal access to the logical device.
Active-active means all interfaces to a device are active
simultaneously.

In an active-passive storage system, if there are multiple interfaces to
a logical device, one of them is designated as the primary route to the
device; the device is assigned to that interface card. Typically, assigned
devices are distributed equally among interface cards. I/O is not
directed to paths connected to a nonassigned interface.

Normal access to a device through any interface card other than its
assigned one is either impossible (for example, on VNX OE and
CLARIiiON systems) or possible but much slower than access
through the assigned interface card.

In the event of a failure—of an interface card or all paths to an
interface card—logical devices must be moved to another interface. If
an interface card fails, logical devices are reassigned from the broken
interface to another interface. This reassignment is initiated by the
other, functioning interface. If all paths from a host to an interface fail,
logical devices accessed on those paths are reassigned to another
interface, with which the host can still communicate. This
reassignment is initiated by PowerPath, which instructs the storage
system to make the reassignment.

The VNX OE and CLARIiON term for these reassignments is
trespassing.

Reassignment can take several seconds to complete; however, I/Os
do not fail during it. After devices are reassigned, PowerPath detects
the changes and seamlessly routes data via the new route.

After a reassignment, logical devices can be reassigned (trespassed
back, in VNX OE and CLARIiiON terminology) to their originally
assigned interface. This occurs automatically if PowerPath’s periodic
autorestore feature is enabled. (Refer to “Periodic testing and
autorestore of dead paths” on page 41.) It occurs manually if
powernt restore is run; this is the faster approach. (Refer to
“powermt restore: Restore paths” on page 141.) Periodic autorestore
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ALUA

Path sets

Figure 3

reassigns logical devices only when restoring paths from a failed
state. If paths to the default interface are not marked dead, you must
use powermt restore.

Active-passive means only one interface to a device is active at a time,
and any others are passive with respect to that device and waiting to
take over if needed.

In an ALUA (asymmetric logical unit access) storage system, one
array controller is designated as the active/optimized controller and the
other array controller is designated as the active/non-optimized
controller. As long as the active/optimized controller is viable, I/O is
directed to this controller. Should the active/optimized array
controller become unavailable or fail, I/O is directed to the
active/non-optimized array controller until a trespass occurs.

ALUA is an array failover mode available on VNX OE and
CLARIiON systems with FLARE version 03.26 or later. Refer to the
E-Lab" Interoperability Navigator for the most recent qualification
information.

PowerPath groups all paths to the same logical device into a path set.
PowerPath creates a path set for each logical device, and then
populates the path set with all usable paths to that logical device. For
the configuration in Figure 2 on page 25, with two logical devices,
PowerPath creates two path sets, as shown in Figure 3. Each contains
the same two physical paths, for a total of four logical paths.

Host Storage System

Logical
Device O
Logical
Device 1

f

Physical
Path 1

[ —

Path Set 1

Physical
Path 2

Physical
Path 1

Path Set 2

Physical
Path 2

Path sets

In an active-active system, once PowerPath creates a path set, it can
use any path in the set to service an I/O request. If a path fails,
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Native devices

PowerPath can redirect an I/O request from that path to any other
viable path in the set. This redirection is transparent to the
application, which does not receive an error.

In an active-passive system, path sets are divided into two load
balancing groups. The active group contains all paths to the interface to
which the target logical device is assigned; the other group contains
all paths to the other, nonassigned interface. Only one load-balancing
group processes I/O requests at a time, and PowerPath load balances
I/0 across all paths in the active group. If a path in the active
load-balancing group fails, PowerPath redirects the I/O request to
another path in the active group. If all paths in the active
load-balancing group fail, PowerPath reassigns the logical device to
the other interface, and then redirects the I/O request to a path in the
newly activated group.

From an application's perspective, a path set appears as a single,
highly available path to storage. PowerPath hides the complexity of
paths in the set, between the host and the storage system. With the
logical concept of a path set, PowerPath hides multiple HBAs, cables,
ports, hubs, and switches. Applications such as DBMSs get the
benefits of multiple I/O paths—faster I/O throughput and highly
available data access—without the complexity of multiple paths or
the vulnerability of single paths.

Note: This section applies to all platforms except Windows and AIX. On
Windows, native devices are not exposed to users. On AIX, PowerPath does
not support native devices.

The operating system creates native devices to represent and provide
access to logical devices. A native device is path specific (as opposed
to path independent) and represents a single path to a logical device.
The device is native in that it is provided by the operating system for
use with applications.
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Figure 4

How applications
access native devices

Example

Figure 4 shows PowerPath’s view of native devices.

Host Storage System

Native
Devices

Interface
Port 1

Filcs Logical

Device 0

Interface
Port 1

Logical
Port 2 Device 1

Native devices

In the figure, there is a native device for each path. The storage
system in the figure is configured with two shared logical devices,
each of which can be accessed by four paths. There are eight native
devices, four (in white, numbered 0, 2, 4, and 6) representing a unique
path set to logical device 0, and four (in black, numbered 1, 3, 5, and
7) representing a unique path set to logical device 1. These are not
shared logical devices: a shared device is accessed by multiple hosts
simultaneously.

You need not reconfigure applications to use native devices; you
simply use the existing disk devices created by the operating system.
When using native devices, PowerPath is transparent to applications.
PowerPath maintains the correspondence between an individual
native device and the path set to which it belongs.

On Solaris and Linux, you have the option of either using native
devices (with no conversion of applications) or converting to pseudo
devices. In the case of HP-UX, due to agile devices, the above option
will not apply.

Suppose you have three native devices in a path set. PowerPath
maintains the association among these paths. When an application
writes to any one of them, PowerPath redirects the I/O to whichever
native device in the path set will provide the best throughput. Also, a
problem with one native device does not disrupt data access. Instead,
PowerPath shifts I/O processing to another native device in the path

Using multiple ports
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set, allowing applications to continue reading from and writing to
native devices in the same path set.

Pseudo devices A PowerPath pseudo device represents a single logical device and the
path set leading to it, which can contain any number of physical
paths. There is one (and only one) pseudo device per path set.

For example, in Figure 5, logical devices 0 and 1 are referred to by
pseudo device names emcpowerlc and emcpower2c, respectively.
Each pseudo device represents the set of paths connected to its
respective logical device: emcpowerlc represents the set of paths
connected to logical device 0, and emcpower2c represents the set of
paths connected to logical device 1.

Host Storage System

Pseudo Native

Devices Devices
Interface

Port 1

Logical
Device 0
(emcpoweric)

emcpoweric

Port 2

Interface Ni¥ )
~

emcpower2c Port 1 Logical
Device 1
(emcpower2c)

Port 2

Not Exposed to Windows
Users

Figure 5 Pseudo devices
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Table 3

Pseudo device
mapping

Pseudo device
attributes

Windows note

HP-UX note

Table 3 describes whether applications need to be reconfigured to use
pseudo devices.

Reconfiguring pseudo devices

PowerPath Overview

Platform Must applications be reconfigured to use pseudo devices?
Windows No
UNIX | AIX No —LVM
Yes — applications that do not use LVM
HP-UX No, however in case of HBA enumeration an exception would occur.
Solaris Yes (including filesystem mounting tables and volume managers)
Linux Yes (including filesystem mounting tables and volume managers)

This section applies to Solaris systems only.

The mapping of pseudo names to storage system devices on new
installations changed from PowerPath 3.0 to 4.0. In PowerPath 4.0
and later, devices are assigned in the order in which devices are
returned to the readdir () function on the /dev/rdsk directory.

Note: This behavior applies only to new installations. If you are upgrading
from PowerPath 3.0, the 3.0 mapping is retained.

This section applies to AIX systems only.

The attribute values of the PowerPath 4.x pseudo (hdiskpower)
devices are inherited from the last alternative native hdisk device,
whereas for PowerPath 3.0.x pseudo devices, they are inherited from
the first alternative hdisk device. We recommend that you change a
value using the pseudo device, which changes all the underlying
native devices as well.

As shown in Figure 5 on page 30, Windows users see only pseudo
devices, not native devices. On Windows, each logical device has one
name. They follow standard Windows naming conventions and
appear like any other devices on a Windows system. These standard
devices are pseudo, because they are path independent. They also are
native because, although created by PowerPath, they cannot be
differentiated from devices created by the operating system.

PowerPath 5.1 SP2 or later for HP-UX supports agile devices on
HP-UX 11.31. “Agile device support” on page 105 and the PowerPath
for HP-UX Installation and Administration Guide contain more
information.
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Dynamic multipath load balancing

Without PowerPath, you must statically load-balance paths to logical
devices to improve performance. For example, based on current
usage, you might configure 3 heavily used logical devices on one
path, 7 moderately used logical devices on a second path, and 20
lightly used logical devices on a third path. As usage changes, these
statically configured paths may become unbalanced, causing
performance to suffer. You must then reconfigure the paths, and
continue to reconfigure them as I/O traffic between the host and the
storage system shifts in response to usage changes.

PowerPath tries to maintain maximum performance and reduce
management through dynamic load balancing. PowerPath is designed
to use all paths at all times. PowerPath distributes I/O requests to a
logical device across all available paths, rather than requiring a single
path to bear the entire I/O burden. (On active-passive storage
systems, “available” paths are those paths leading to the active SP for
each logical device.) PowerPath can distribute the I/O for all logical
devices over all paths shared by those logical devices, so all paths are
equally burdened.

PowerPath load balances I/O on a host-by-host basis. It maintains
statistics on all I/O for all paths. For each I/O request, PowerPath
intelligently chooses the least-burdened available path, depending on
the load-balancing and failover policy in effect. If an appropriate
policy is specified, all paths in a PowerPath system have
approximately the same load.

PowerPath uses all the I/ O processing and bus capacity of all paths. A
path need never be overloaded and slow while other paths are idle.

In addition to improving I/O performance, dynamic load balancing
reduces management time and downtime, because administrators no
longer need to configure paths statically across logical devices. With
PowerPath, no setup time is required, and paths always are
configured for optimum performance.
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Load balancing with and without PowerPath

Figure 6 shows I/O queuing on a host without PowerPath installed.
The paths are out of balance.

Host without PowerPath

E

1’0 110
170 1710
170 110
170 1’0 1’10 I/10

11O

Figure 6 1/0 queuing without PowerPath

Path

IE
IH

Figure 7 shows I/O queuing on a host with PowerPath installed. I/O
is balanced across all available paths.

Host with PowerPath

Path Path

1/0O I/O I/O I/O I/O
/0 /0 /O ) e
EN KN KN

Figure 7 1/0 queuing with PowerPath

PowerPath confers the greatest benefit to environments that are
pathbound. In a pathbound I/O environment, the time it takes to
execute the I/O load from a particular job is limited by bus capacity
for a given path. In pathbound environments, enough I/O regularly
queues up on a single path to overload it. By spreading the load
evenly across the paths, PowerPath significantly improves I/O
performance.
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Load-balancing
and failover policies

PowerPath selects a path for each I/O request according to the
load-balancing and failover policy set by the administrator for that
logical device. Table 4 on page 35 describes each policy.

Note: Unlicensed versions of PowerPath support EMC arrays only. This
configuration is supported if the host has a single HBA only. This
configuration is also referred to as PowerPath/SE (see “PowerPath SE” on
page 223 for more information). With third-party arrays in an unlicensed
PowerPath environment, unmanage the third-part array class (powermt
unmanage class=class) or upgrade to a licensed version of PowerPath.

For a summary of the platform, array, and feature support available
with each type of PowerPath license, refer to Table 1 on page 16.
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Table 4

PowerPath load balancing and failover policies (page 1 of 3)

PowerPath Overview

Policy

Available storage
classes

Load
balancing
enabled?

Failover
enabled?

Description

Adaptive
(ad)

invista
€ss
hitach
hpxp
hphsx

v

v

I/0 requests are assigned to paths based on an algorithm
that takes into account path load and logical device
priority.

With a valid PowerPath license, this policy is the default for
the storage classes listed in the “Available storage
classes” column.

Basic
failover (b£)

symm
clariion
hphsx

4
(only the SP
fails over)

Load balancing is not in effect. /O routing on failure is
limited to one HBA and one port on each storage system
interface. When a host boots, it designates one path
(through one interface) for all I/O. If an 1/O is issued to a
logical device that cannot be reached via that path (that is,
the 1/0 cannot reach that logical device through the
device's assigned interface), the logical device is assigned
to the other interface.

This policy protects against VNX OE and CLARIiiON SP
failures, Symmetrix FA port failures, and back-end failures,
and allows non-disruptive upgrades to work when running
PowerPath without a license key. It does not protect
against HBA failures.

This policy is valid only and is the default policy without a
PowerPath license for the storage classes listed in the
“Available storage classes” column.

Note that VNX OE devices are managed under the
CLARIiON storage class.

HP-UX Note: On HP-UX, the host designates the first two
paths to a volume for use as basic failover paths; the rest
of the paths are unlicensed.

CLARIiON
optimization
(co)

clariion

I/0 requests are assigned to paths based on an algorithm
that takes into account path load and logical device
priority.

This policy is valid only for CLARIiiON storage classes and
is the default policy for them, on platforms with a valid
PowerPath license.

Note that VNX OE devices are managed under the
CLARIiON storage class.

Least blocks
(1b)

Al

Load balance is based on the number of blocks in pending
1/0s. 1/0 requests are routed to the path with the fewest
queued blocks, regardless of the number of requests
involved.

Dynamic mulfioath load balancing




PowerPath Overview

Table 4 PowerPath load balancing and failover policies (page 2 of 3)
Load
Available storage balancing | Failover
Policy classes enabled? | enabled? | Description
Least 1/0 All 4 4 Load balance is based on the number of pending I/Os. I/0
(1) requests are routed to the path with the fewest queued
requests, regardless of total block volume.
No redirect | symm . . .
(nr) invista Note: Do not use this policy in production environments.
ess Use only for diagnostic purposes.
hitachi Neither load balancing nor path failover is in effect. I nr is
hpxp set on a pseudo device and the /O path fails, data errors
hphsx can occur. If nr is set on a native device and the I/O path
fails, data errors will occur.
This is the default policy for the storage classes listed
under “Available storage classes” except symm and
hphsx, on platforms without a valid PowerPath license.
Note: If the policy is No redirect and there is only one
path, 1/0 to that path is not guaranteed.
Request All (PowerPath license), v For native devices, this policy uses the path that would
(re) clariiononly (PowerPath have been used if PowerPath were not installed. For
Base license) pseudo devices, it uses one arbitrary path for all I/0. For all
devices, path failover is in effect, but load balancing is not.
This is the default policy for clariion storage classes on
platforms with a valid PowerPath Base license.
Note that VNX OE devices are managed under the
CLARIiON storage class.
Round robin | All v v I/0 requests are assigned to each available path in
(rx) rotation.
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Table 4

PowerPath load balancing and failover policies (page 3 of 3)

Policy

Available storage
classes

Load
balancing
enabled?

Failover
enabled?

Description

StreamlO
(si)

Al

v

For each possible path for an I/O to a particular volume,
this policy selects the same path as was selected for the
previous /O to the volume, unless the pending I/O count
since the last path change exceeds the volume’s threshold
value. When the threshold is exceeded, the policy selects
a new path based on the adaptive policy algorithm (see
“Adaptive (ad)” on page 35).

This policy is valid only for PowerPath 5.1 SP2 and later for
Linux and HP-UX.

PowerPath Overview

Symmetrix
optimization
(so)

symm

I/0 requests are routed to paths based on an algorithm
that takes into account path load and logical device
priority. Load is a function of the number, size, priority, and
type of I/O queued on each path.

This policy is valid only for the symm storage classes and
is the default policy for them, on platforms with a valid
PowerPath license.
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Automatic path failover

PowerPath enhances application availability by eliminating the I/O
path as a point of failure. Figure 8 identifies points of failure in the
170 path:

HBA /NIC

Interconnect (cable and patch panel)
Switch

Interface

Interface port

L 2K JBR 2K R 4

Figure 8 Physical 1/0 path failure points

With the proper hardware configuration, PowerPath can compensate
for the failure of any of these components.

If a path fails, PowerPath redistributes I/O traffic from that path to
functioning paths. PowerPath stops sending I/O to the failed path
and checks for an active alternate path. If an active path is available,
PowerPath redirects I/O along that path. If no active paths are
available, alternate, standby paths (if available) are brought into
service, and I/O is routed along the alternate paths. On
active-passive storage systems, all paths to the active SP are used
before any paths to the passive SP.

PowerPath continues testing the failed path. If the path passes the
test, PowerPath resumes using it.

This path failover and failure recovery process is transparent to
applications. (Occasionally, however, there is a short delay.)
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