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Abstract
This white paper describes the benefits of NetWorker
Snapshot Management for both EMC and 3rd Party
storage systems. It also explains the value of using EMC
NetWorker for snapshots and backup of both block and
file production data.
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Executive summary
Big Data is driving customers to take a closer look at backup and recovery
solutions that will meet their Recovery Time (RTO) and Recovery Point
Objectives (RPO).
According to a Gartner study, by 2016 at least 10% of large enterprises will
have given up on conventional backup/recovery software and will
employ snapshot and replication techniques instead.
EMC® NetWorker®	
  Snapshot Management delivers industry leading
management of snapshot backups and recoveries, as well as replication
for both block and Network-Attached Storage (NAS). Unlike traditional
snapshot technologies, NetWorker will provide policy based protection
along with integrated deduplication with EMC Data Domain for cloning
and off-site storage.

Audience
This white paper is intended for backup and storage administrators seeking
a more in-depth look at EMC NetWorker to manage the snapshot based
backups (both block and file based) of EMC Arrays as well as 3rd party NAS
systems. This paper assumes the reader has a general understanding of
NetWorker and EMC array based snapshot technology.

An Inside Look at Snapshots and Snapshot Based
Backups
Traditional backup solutions are not always capable of meeting the
business Service Level Agreements (SLAs), RTO and RPOs, especially for
very large data sets. In these instances, snapshot technology is the only
way to ensure that the RPO and RTO requirements are met.
A snapshot is not the same as a backup and most businesses require that
all mission critical data be included in the corporate backup
methodology. The NetWorker Snapshot Management feature bridges the
gap between snapshot and traditional backup.
A snapshot is a point in time copy of a production data volume or system
and typically resides on a compatible array type, either local or local and
remote.
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The protection goal of a snapshot is data availability. An example of when
to use a snapshot is when data and/or applications must be recovered to
a specific point in time.
A snapshot based backup is a copy of the snapshot and resides on
another storage medium, such as Data Domain, disk or tape.
The protection goal of a snapshot based backup includes broader data
protection. The solution includes not only backup of a snapshot, but also
disaster recovery and policy based management. Policy based
management includes the ability to manage retention policies of the
snapshots as well as the backup and clones (copies of the backup for
disaster recovery).
Recovering individual items from a hardware based snapshot can be
tedious. Traditional array based snapshot management lacks the ability to
track and index the various snaps.
Snapshot based backups provide easier recovery through robust
cataloging and reporting, and are managed by the same backup
software that is used for all mission critical data within the enterprise.
Adding snapshot backup to traditional backups is made easy through
NetWorker because NetWorker Snapshot Management for both Block and
File is included within the NetWorker client software.

EMC NetWorker Snapshot Management
EMC NetWorker delivers an innovative solution for the end-to-end data
protection and recovery for environments that require snapshot backup
functionality.
The NetWorker Snapshot Management feature works with mirror
technologies on EMC storage arrays as well as 3rd party arrays to create
and manage snapshot copies of production data while ensuring there is
minimal to no disruption to the production host processes.
EMC NetWorker makes tracking and restoring snapshot backups simple by
cataloging the snapshots from multiple arrays and array types. The
backup medium of the snapshot includes all NetWorker supported backup
targets such as Data Domain, disk, or tape.
NetWorker Snapshot Management provides support for the application
host and/or NetWorker clients that write production data to volumes
provisioned on supported EMC VMAX® or EMC VNX® Block storage arrays,
or an EMC RecoverPoint™ appliance. Introduced in NetWorker 8.2,
support is now included for snapshot management of Network-Attached
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Storage, and is integrated and supported with EMC VNX, EMC Isilon, and
NetApp Systems.
NetWorker Snapshot Management supports the following array
configurations:
Block Based Array Systems
•

VMAX
o Time Finder® Clone, VDEV, BCV, VP Snap™, and Symmetrix
Remote Data Facility (SRDF) operations.

•

VNX
o SnapView™ Copy-on-write (COW/Snapshot), Mirror (clone),
and VNXSnap operations.

•

RecoverPoint
o Continuous Data Protection (CDP) and RecoverPoint
Continuous Remote Replication (CRR) operations.

NAS Systems
•
•

•

EMC VNX
EMC Isilon
o Integration with SnapIQ for Native Snapshot Control
o Integration with SyncIQ for Native Replication Control
NetApp
o OnTAP 8.x Operating Environments and Higher Including Cluster-Mode
and 7-Mode
o Support for SnapMirror and SnapVault

NetWorker Snapshot Management provides intelligent pairing for VMAX
configurations. Intelligent pairing is a NetWorker Snapshot Management
feature that automatically identifies an available mirror LUN to synchronize
with a specified source LUN from the least to the most expensive
synchronization operation. Intelligent Pairing selects only mirrors that are
visible and usable by the snapshot mount host, which may be separate
from the application host. This feature eliminates the potential errors in
manual configuration, which can have new LUNs masked only to the
application host, while forgetting to have them mask to the mount host.

Policy Management
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NetWorker Snapshot Management retention policies manage the
lifecycles of the snapshot savesets on the snapshot volumes, as well as the
savesets that are stored on backup and cloned media.
The snapshot polices may include:
•

The time interval between the snapshots.
o For example, a snapshot may be required at 6:00 AM, 1:00 PM
and 11:00PM.

•

The maximum number of snapshots that will be stored on the array,
after which NetWorker Snapshot Management will automatically
delete the oldest snapshots.

•

The storage media to be used for the backup and/or clone.
o For example, using Data Domain as the storage target will
allow NetWorker to take advantage of deduplication and will
perform clone controlled replication to the Data Domain
target.

Configuration and Backup
NetWorker Snapshot Management provides end-to-end management of
the snapshot and backup process. This includes the configuration,
management, reporting, backup, replication and recovery of snapshots
created on all supported array types, all within a single pane of glass - the
NetWorker Management Console (NMC).
NetWorker provides a client configuration wizard that will automatically
detect the storage system(s) attached to the client. Based on the storage
system type, the wizard will step the NetWorker administrator through the
appropriate workflow to ensure that the client is properly configured. The
NetWorker administrator does not need in-depth knowledge of the array
snapshot management mechanisms that is being managed and backed
up. The configuration wizard will automatically populate the snapshot
types that are supported for the specified client.
The client configuration wizard within the NetWorker Management
Console will generate the snapshot commands required to ensure that the
snapshots are in their appropriate state and able to provide a consistent
backup of the snapshots - no scripting is required. Command line
configuration is also available.
NetWorker also delivers flexibility in the backup options supported with
Snapshot Management. The supported backup types include:
•

Snapshot (snapshot backup)
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o A snapshot of files on the application host or client is retained
on the storage array only. NetWorker will catalog the snapshot
as a backup and can perform a recovery from the snapshot.
•

Snapshot and Replicate
o NetWorker provides the ability to manage and orchestrate
replication of block and file volume snapshots to a local or
remote storage array. NetWorker will catalog both snapshot
copies and can control retention of each snapshot, local and
remote, separately.

•

Snapshot and Rollover
o A snapshot of files on the application host, or client, is rolled
over (backed up) immediately to conventional storage
media. The snapshot is retained on the storage array.
NetWorker will catalog both the snapshot and the rollover as a
backup. The retention policies may differ based on the
business needs. NetWorker can perform a restore from either
the snapshot or the rollover.

•

Snapshot, Replicate and Rollover
o In addition to orchestrating a snap and replicate policy.
NetWorker can also orchestrate, within the same policy
workflows, the ability to perform rollover of snaps either at the
local or a remote site. This feature is particularly useful as a
viable solution to augment a DR workflow with off-site
backups, completely removing the requirement for tape
based media and shipping it off site. This is supported on block
based arrays as well as on File-based arrays leveraging
technologies and APIs such as Isilon SyncIQ, NetApp
SnapVault, and NetApp SnapMirror.

•

Rollover Only
o A snapshot of files on the application host, or client, is rolled
over immediately to conventional storage media. NetWorker
will catalog the rollover as a backup. Once the rollover is
complete NetWorker Snapshot Management will delete the
snapshot. This method provides storage savings on the primary
array while allowing the NetWorker administrator to easily
restore from the backup.

An optional proxy server, also known as a mount host, can be configured
as part of the workflow. The advantage of using a proxy server is to remove
the backup load from the production server. The backup processes will run
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on the proxy while the production data is being rolled over to traditional
backup storage.

Cloning and Off-Site Storage
NetWorker cloning will create a copy of the snapshot backup. These
copies are typically used as an additional method for offsite storage.
Cloning can be performed at the saveset level as well as at the volume
level (i.e., a tape).
•

Saveset cloning
o Savesets can be cloned based on a schedule, immediately
after a saveset backup is completed or on an ad-hoc basis.

•

Volume cloning
o Backup volumes can be cloned on demand by manual
selection.

When the Data Domain system is configured as the backup target
NetWorker can control the replication to another Data Domain. This
process is known as clone controlled replication and is configured and
monitored within the NetWorker Management Console. This functionality
can be used together with the snap and replicate, as well as the snap,
replicate and rollover policies described above.

Simplified Recovery
Fast and easy recovery is another benefit for NetWorker Snapshot
Management. The process for both block and file volume snapshots is
equally straightforward. The NetWorker Recovery User Interface steps the
NetWorker administrator through the recovery from a snapshot backup, as
well as other backup types. The recovery from Snapshot Management
includes the ability to perform a roll back, which will overwrite the original
data, as well as mount the saveset for browse and recovery. When the
saveset is mounted, granular level recovery of individual files is possible.
The NetWorker administrator can recover an entire saveset or individual
items within the saveset. Mount for browse provides Granular Level
Recovery, also known as item or file level recovery.
The three (3) supported NetWorker restore types include:
•

Snapshot Restore
o A snapshot saveset is mounted giving the administrator the
ability to browse and select the directories or individual files to
restore.

•

Restore from a Rollover
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o
•

A conventional NetWorker restore is performed from the
backup storage media.

Rollback Restore (Block snapshots only)
o The snapshot is restored by using the storage array
capabilities. This is typically called a “snapshot rollback”
operation. A volume on the application host is unmounted
and the rollback replaces the entire content of the
unmounted volume.

Monitoring
The NetWorker Management Console provides a single pane of glass for
the NetWorker administrator. The administrator can monitor the progress of
the Snapshot Management operation as well as the backup process.
Detailed log files are also generated for the snapshot and backup
operations.
Prerequisites
NetWorker Snapshot Management leverages EMC and 3rd party storage
system APIs and requires that the hardware be properly configured to
support the snapshots of choice. The storage system management
tools/software must also be installed on the NetWorker client prior to
configuring NetWorker Snapshot Management.

Licensing
The NetWorker Snapshot Management feature is included with the
NetWorker capacity licensing and is also sold under the traditional
NetWorker license model.

Summary
EMC NetWorker provides centralized end-to-end management of
snapshot based backups for block and file volumes on EMC and selected
3rd party storage systems. Configuration and recovery wizards simplify the
configuration, backup, and recovery of snapshot based backups. The
NetWorker administrator can configure and manage the snapshot backup
process without in-depth knowledge of the storage system management
interface or snapshot processes. The policy management and cataloging
within NetWorker manages the lifecycle of the snapshot backups and will
ensure that the corporate retention policies are met, including disaster
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recovery requirements for short term RPOs. Integrated deduplication is
possible when a Data Domain system is configured as the backup target.
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