SOLUTION OVERVIEW

The Big Picture

Partner product
« Courion Access Assurance Suite Solution

EMC product
 RSA Data Loss Prevention (DLP) Suite

Solution highlights

* Improves productivity

* Strengthens security

* Demonstrates compliance
* Enhances business agility

* Reduces costs
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Enabling business agility in compliance solutions

Courion ensures that only the right people have the right access to the right resources and are doing
the right things. Courion’s focus is understanding key business requirements and taking an approach
that ensures these requirements are met. Enterprises worldwide leverage Courion’s award-winning
Access Assurance Suite to drive operational efficiency, optimize user productivity, and strengthen
security.

Courion’s Access Assurance Suite™ solutions are used by more than 400 organizations and over nine
million users worldwide to quickly and easily solve their most complex identity and access management
(password management, provisioning, and role management), risk and compliance challenges.

Courion Access Assurance Suite

The Access Assurance Suite is comprised of Access Governance, Access Provisioning, and Access
Compliance. This comprehensive solution increases operational efficiency and transparency,
strengthens security, and improves compliance, while delivering faster time to value and lower total
cost of ownership. The result is unparalleled customer success ensuring users’ access rights and
activities are compliant with policy while supporting both security and business objectives.

Identity and access management with RSA Data Loss Prevention (DLP)
Protecting sensitive information is becoming increasingly complex. All types of sensitive data are
being moved, transformed, and shared across organizations every day. Breaches cost companies
billions of dollars on data recovery, credit monitoring, and customer relations. To add to those costs,
there are significant intangible costs such as brand image and customer satisfaction. Protecting
sensitive information is mission critical and in many cases, required by regulations and compliance
requirements.

The RSA® Data Loss Prevention (DLP) Suite addresses these concerns by:

« Discovering and protecting sensitive data to simplify compliance and safeguard corporate secrets

* Mitigating risk with over 150 “out-of-the-box” identity aware policies

« Streamlining business processes by offering numerous automatic and manual remediation options
* Integrating with the RSA enVision® platform (SIEM) to rationalize the incident response process

Courion’s Identity and Access Management (IAM) solution complements RSA’s Identity Aware policy
features by:

* Providing detailed information about who has access to your confidential information
« Understanding how that access was granted

* Attesting to whether that access is appropriate

* Assessing risk associated with that access

* Remediating access in order to reduce risk

By integrating DLP and IAM solutions, risk and audit groups can monitor and control access to
sensitive data and enforce policies around that data.

This solution enables managers to seamlessly enforce information security policy and reduce risk
with identity-rich information, while increasing overall business efficiency. The combined solution



provides detailed information on access rights, as well as overall control in a workflow-based system.
Users can now see who has access to what file, who granted the access, and what else they have
access to.

This integration reduces workload on the IT staff, bringing a new level of agility to the business while
ensuring the highest levels of security and compliance.

About EMC

EMC Corporation is the world’s leading developer and provider of information infrastructure technology
and solutions that enable organizations of all sizes to transform the way they compete and create
value from their information. Information about EMC’s products and services can be found at www.
EMC.com.

About Courion

Courion’s award-winning Access Assurance solutions are used by more than four hundred organizations
and over 9 million users worldwide to quickly and easily solve their most complex identity and access
management (password management, provisioning, and role management), risk and compliance
challenges. Courion’s business-driven approach results in unparalleled customer success by ensuring
users’ access rights and activities are compliant with policy while supporting both security and
business objectives. For more information, please visit www.courion.com.
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01748-9103

1-508-435-1000

compliance, contact Courion at info@courion.com or 1.866.COURION (268.7466) or RSA, The

In North America 1-866-464-7381 Security Division of EMC, at http://rsa.com/go/contactsales.asp or 1-877-RSA-4900.
www.EMC.com
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