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The Changing Face of Data Protection 
 
 
There’s no question about it: The face of data protection has forever changed—and that new face is disk. Today, 
more and more organizations prefer disk as the nightly backup target. For an increasing number of these 
organizations, it is the only solution. Corporate and regulatory requirements, eDiscovery and litigation support, 
and voluminous data pools all demand quick, easy recovery—and you get this only from backing up to disk. 
 
In fact, in a recent ESG Research survey, 14% of respondents said they backed up to disk exclusively (i.e., they 
used no tape at all in their environments) and 53% said they used a combination of disk and tape for backup (see 
Figure 1).

1
 This means that 67% of survey respondents are using disk-based backup—strongly validating its 

value. This statistic should come as little surprise to most IT professionals, given the business and economic 
climate we live in and the demanding SLAs IT departments are continuously dealt. 
 
While improving backup performance is still a key consideration in an organization’s decision to implement disk 
backup today, users tell us that improving recovery performance and reliability is just as—if not more—important.  
For a large percentage of organizations, being able to recover data quickly isn’t just a “nice-to-do;” it’s a “have-to-
do.” In regulatory situations, for example, delayed recovery can result in fines ranging in the hundreds of 
thousands of dollars, or more. In OLTP situations, it can mean lost opportunity and revenue. In either case, it can 
mean permanent or long-lasting damage to a company or brand reputation. 
 
There are other compelling reasons to back up to disk aside from improved backup and recovery performance. 
Disk, by nature, is a lot more user-friendly than tape from a media management perspective (there are no tape 
cartridges to keep track of or to keep from the falling into the wrong hands), it tends to be a lot more flexible for 
remote data protection and it comes in various configurations (e.g., from just “dumb” disk to virtual tape libraries 
[VTLs]), which helps users ensure that their data protection practices match specific data requirements. 
 

FIGURE 1.  ORGANIZATIONS’ CURRENT ON-SITE DATA BACKUP PROCESS 

 
Source: Enterprise Strategy Group, 2008 

 

 

                                                        
1
 Source: ESG Research Report, Data Protection Market Trends, January 2008. 
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Recovery Continuum 
 
ESG recognizes that not all data is created equal and, therefore, should not be treated equally. Some data types 
simply have more intrinsic value to an organization—from a business, strategy, or intellectual property 
standpoint—than others and, therefore, require a higher level of protection.  
 
For years, organizations really had only two choices when it came to protecting their data. They could back up to 
tape or, if a higher level of protection was needed, they could leverage some type of array-based replication or 
snapshot technology. By default, organizations chose tape for the bulk of their data, reserving replication and 
snapshot for their most-mission-critical data. Thanks to the advent of lower-cost SATA disk, new twists in 
replication/snapshot (improved implementation and recovery granularity) and data deduplication, users have a lot 
more flexibility when it comes to how they protect their data with disk. 
 
Ultimately, the products or technologies an organization implements depends on the backup/recovery SLAs it 
establishes. Invariably, this boils down to a discussion about recovery point objectives (RPOs) and recovery time 
objectives (RTOs). RPOs refer to the amount of data loss an organization can tolerate; RTOs, to the length of 
downtime an organization can tolerate. Both are measured in a unit of time (e.g., minutes, hours, days, weeks, 
etc.). The more mission critical the data, typically, the lower the RTO or RPO should be.  
 
In many cases, disk-based technologies can—and should—be used in concert to meet protection requirements. 
Figure 2 shows a recovery continuum—and the various technologies organizations can leverage—depending on 
the value of the data and established RTOs. Continuous data protection (CDP) or synchronous or asynchronous 
mirroring may be most suitable for your organization’s most mission-critical data, snapshot, and disk backup for 
data that is mission-supporting and can tolerate a little more time to recover and tape backup for the remainder of 
important information.  
 

FIGURE 2. RECOVERY CONTINUUM   
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End-User Perspectives:  
Backup and Recovery Challenges  
 
Backup Windows: “Backup times are always a 
challenge. We’re running high-end research 
systems that need to be available from 7:00 AM 
until 4:00 AM the following morning, which leaves 
us a very short backup window.” 
 
Media Management: “One problem we have is 
that we can’t recycle backup tapes fast enough. 
This has really affected our ability to back up and 
restore desktops. Our backup applications back 
up all daily changes across thousands of 
desktops, so tapes get filled up pretty quickly. It 
sometimes takes us three days to restore a 
desktop because the user’s data is scattered 
across 40 different backup tapes!” 
 
Consumption of Human Resources: “With tape-
based systems, the human overhead of managing 
tapes is much more pronounced than with disk-
based products, unless you have a really high-end 
tape library.” 
 
Recovery time: “Growth in ERP data will really 
strain our backup windows in the near future. As it 
is, we probably don’t have enough protection 
against data loss. If it takes us six hours to back 
up 500 GB, I figure we’ll need twice that to 
recover. Twelve hours is just not an acceptable 
RTO for a company of our size.” 

 

Implementing a disk-centric data protection ecosystem, or 
recovery continuum, has several key benefits: 
 

 It enables a more granular recovery process. 
This allows users to match recovery objectives 
(e.g., both RPO and RTO) to the importance of 
the data it generates and, importantly, adjust the 
level of data protection over time as the data’s 
value changes. All changes in the frequency of 
access, the age of the data, etc., should be 
considered to ensure data is protected 
appropriately.  

 

 It makes for a more efficient data protection 
environment. Having a continuum of data 
protection solutions ensures efficient data 
protection from recovery, management, and 
operational standpoints. It allows users to meet 
backup and recovery windows, reduce or 
eliminate media management headaches and 
overhead (common with tape environments), and 
improve backup and recovery reliability.  
 

 It reduces business and data risk.  A continuum 
of data protection products will better equip 
organizations to respond to disaster recovery 
(DR), regulatory, and eDiscovery situations. 
Organizations are able to get to data when they 
need it—and in appropriate timeframes. Doing so 
minimizes business risk.  
 

 It reduces CAPEX and OPEX costs. Too much 
of good thing can be bad. Take CDP, for 
example. While an organization’s most-critical data may require continuous data protection, it doesn’t 
make sense to apply CDP to all data types. Doing so would be costly and inefficient, consuming 
unnecessary disk space and keeping organizations from using disk as their primary defense for all data 
types. The data protection ecosystem allows users to apply the right level of data protection to the right 
data at the right time. It is a fluid architecture that allows users to maximize protection and minimize both 
capital and operational expenses (CAPEX and OPEX). 

 

Integrated Data Protection Ecosystem  
 
Clearly, implementing a data protection ecosystem is a good thing, but implementing an ecosystem of integrated 
applications can be even better.  
 
Integrated platforms give users the flexibility to cover more—or even all—data protection bases from a single 
source. This contrasts with “point product” approaches in which multiple technologies (typically from multiple 
vendors) are used in combination to meet data protection requirements. The problem with a point product 
approach is that there is generally very little integration between applications. This can make management 
difficult (because multiple GUIs are needed to manage multiple data protection applications), increase CAPEX 
and OPEX costs (again because of the multiple applications required), and, importantly, make the data protection 
process a lot less fluid. Again, the idea behind the data protection ecosystem is being able to apply the right data 
protection technologies to the right data at the right time and at the right price point throughout the data life-cycle. 
This requires a level of communication between participating data protection applications.  The idea behind 
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integrated platforms is to enable users to initiate and manage multiple data protection processes (e.g., volume 
snapshots, continuous data capture, replication, and even data deduplication) from a single console. 
 
Of course, the level of benefit an organization will see from an integrated vs. a point product approach will vary, 
depending on the types and granularity of the data protection applications offered (e.g., replication, CDP, 
snapshot, VTL,  etc.) and how tightly the products are integrated. ESG contends that vendors that integrate these 
applications on the front-end and provide easily accessible and searchable secondary storage pool options on 
the back-end will have a clear advantage in the market (see Sidebar: Keeping It Simple).  
 
As shown in Figure 3, organizations surveyed by ESG have significant interest in single vendor solutions, but 
also recognize that they may need to select best-of-breed add-ons to fully address their requirements. Over one-
quarter (27%) indicate they are very likely to look to a single vendor to support the full spectrum of their 
organization’s data protection processes and the majority (53%) of all respondents indicate they would prefer to 
rely on a single vendor whenever possible, but will also incorporate “best-of-breed” solutions from other vendors 
if necessary.

2
  

 
Deploying multiple point products has some disadvantages, such as: 
 

 Evaluating, purchasing, implementing, and managing an increasing number of discrete point products. 

 The difficulties involved in efficient sharing or re-use of corporate information assets due to competing 
standards or the lack of a common data repository. 

 Training end-users on multiple solutions is consuming precious IT and business resources. 

 The high price tags associated with the purchase and operation of different solutions. 
 

FIGURE 3. RECOVERY CONTINUUM   
 

 
Source: Enterprise Strategy Group, 2008 

 
 

  
                                                        
2
 Source: ESG Research Report, Data Protection Market Trends, January 2008. 
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EMC’s Disk Backup Portfolio 
 
 
EMC offers a comprehensive portfolio of products that span the recovery continuum and, with the introduction of 
data deduplication for its Disk Library family, EMC further extends deduplication support across its backup 
portfolio. This breadth of disk and data deduplication capabilities allows users to pick-and-choose solutions to 
match the data protection requirements of different data types. For mission-critical data, that may mean taking 
frequent snapshots of data via EMC NetWorker or doing continuous capture via EMC RecoverPoint. For data 
that is mission-supporting, backing up to an EMC Disk Library (via EMC NetWorker) with or without data 
deduplication may be appropriate. For remote offices and data in VMware environments, EMC Avamar is 
appropriate. With Avamar, backup data is deduplicated (globally) at the source (i.e., on the client) before it is 
moved across the network and written to disk.  
 
From a management perspective, EMC has already begun to integrate these technologies. Integration makes the 
recovery continuum more fluid. The more fluid the architecture, the better able organizations will be to meet 
changing data protection/recovery requirements and the more efficient the data protection environment from a 
capital and operational standpoint. An integrated environment means fewer points of management, fewer agents 
to install/manage, and less hardware to buy/manage. 
 
Due to its existing footprint in the data center, NetWorker is the primary integration point of EMC’s disk backup 
portfolio. From NetWorker, organizations can initiate and manage other data protection applications, including 
file-level backup to disk, volume snapshots (Symmetrix, Clariion, and Celerra), block-level continuous capture 
(RecoverPoint) and sub-file source deduplicated (Avamar) backup to disk. Which application organizations use 
depends on the value, or criticality, of the data and data protection/recovery SLAs. 
 
EMC has also integrated the management of Avamar and RecoverPoint with NetWorker. Today, this means that 
NetWorker customers benefit from Avamar’s source and global deduplication capabilities without having to install 
or run a second client; the deduplication technology has been integrated directly into NetWorker. RecoverPoint 
snapshots are fully indexed within the NetWorker catalogue.  EMC customers can manage both deduplication 
and CDP—configuration and monitoring—through their NetWorker console.  
   

Flexible Disk Platform Support  
 
In addition to providing organizations with a range of data protection applications (e.g., snapshot, continuous 
capture, deduplicated backup to disk), EMC also offers a variety of SATA-based disk systems to back up to, 
including straight disk systems and its EMC Disk Library, which has either a Fibre Channel virtual tape interface 
or NAS interface leveraging CIFS or NFS file sharing protocols. Again, these options give users flexibility to meet 
the different data protection requirements of different data types—and, equally important, do it within IT budgets. 
The target for NetWorker-based backup could be low-cost SATA disk or EMC Disk Library, for example. 
 
The EMC Disk Library works with multiple backup applications, including EMC NetWorker, and simulates a 
variety of tape products. With the Disk Library, backups can be done in a traditional fashion where the backup 
software runs on a separate media server or, alternatively, users can choose an implementation in which the 
backup application (EMC NetWorker or Symantec NetBackup) runs from the Disk Library. This type of 
implementation simplifies the backup process by allowing users to initiate and control key media management 
functions (e.g., tape copy, tape cloning, etc.) from the backup application. These processes, as well as the 
backup process itself, are monitored via EMC Data Protection Advisor monitoring and reporting solution. 
 
In adding data deduplication support to the Disk Library, EMC is now able to offer both source- and target-based 
deduplication to its customers. This flexibility allows organizations to choose the deduplication solution that is 
best-suited to their environments and the data they are protecting—from a single vendor. For example, 
organizations that are hampered by network or other resource bottlenecks may opt to implement EMC Avamar 
for deduplication because it deduplicates data at the source before data is sent over the network. Others may 
choose to do the deduplication at the target in the Disk Library itself.  
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Keeping It Simple 
 
There are hundreds, if not thousands, of discrete applications on the market today—all creating and 
managing data separately. While many of these products support or integrate with other applications, there is 
rarely any commonality or correlation of the data they generate. This means there is no easy way for 
organizations to share data among these applications, no easy way to search for specific content across 
them, and no easy way to access the various types of data they produce. Without this commonality, there is 
no way to turn the enormous amounts of data organizations generate into information—information that can 
then be leveraged for both IT and business benefit. 
 
While many solutions provide single-pane-of-glass views of other applications (e.g., backup, archive, 
replication, snapshots, etc.) to allow users to kick off applications from within other complementary 
applications or even set policies for multiple applications, few products do more than that today—but those 
that do will have a clear competitive advantage.  
 
Consider traditional backup applications. Most were designed to make copies of primary data for DR 
purposes. Replication, archiving and snapshot capabilities, etc., have been added over time, as dictated by 
business SLAs and other IT requirements. The problem is that in many cases, these applications still function 
discretely. They become individual containers with little or no commonality among them. Eliminating these 
silos has potentially huge benefits to organizations. Creating an integrated platform, or data protection 
ecosystem, is the first step toward that end. 

Target deduplication is available with EMC’s new Disk Library 3D 1500 and 3D 3000 LAN backup-to-disk series, 
as well as an option for its DL4000 series VTLs. In either case, data deduplication reduces the amount of 
physical disk that is needed for backup, which has significant implications from both an RTO and an RPO 
perspective. By offering deduplication at different places in the storage environment, EMC widens the range of 
RTO and RPO scenarios in which disk can play in the data protection continuum. 
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ESG’s View 
 
 
In today’s IT environment, data and applications abound. An integrated data protection ecosystem has the 
potential to provide organizations with a level of efficiency and reliability they never dreamed of. Instead of 
managing multiple applications from multiple vendors, organizations manage multiple applications from a single 
GUI. Doing so has the immediate benefit of simplification and cost control, but has the long term potential to 
change IT and business dynamics all together.  
 
Today, revenue loss is typically calculated in time lost (in trying to recover data quickly and completely in 
recovery situations). What about lost opportunities? While organizations stand to lose potentially hundreds of 
thousands, if not millions, of dollars by not protecting data resources adequately, they leave significant dollars on 
the table by not fully leveraging the data assets (or information) they already have. An integrated data protection 
platform can help organizations better leverage this information. 
 
By providing a continuum of recovery solutions—and integrating them—EMC not only helps ensure that 
organizations have the right data protection tools for the right data at the right time—which has a range of 
benefits as described in this report—but puts organizations in a better position to maximize the value of the data 
assets it protects. 
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