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Lessons Learned in 
Security & 
Risk Management 
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Priority Discussion Topics 

• The rationale for re-conceiving the security, 
risk management and GRC function 

• Interesting capabilities for combating the 
current threat environment 

• The importance of a governance model 

• What changes do you expect to see in your 
organizational model and processes 

• Interesting capabilities for combating new 
threats 
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Creating the Security Strategy 
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As you move to the cloud model 
what is the importance of a 
governance model?  
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Governance Model Structure 
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What changes do you expect to see 
in your organizational model and 
processes? 
 

EMC IT’s before-and-after experience 
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Security  

Strategy 

Enabling the ability to 
compete by protecting 

Business Assets 

Improve 

Profitability 

Gain Market 

Share 
Manage  

Risk 

Manage to 

budget 

Management Priorities Security Impact 

Innovate & Invest 

in the future 

Enable agility 

and change 

Security Alignment with Strategy 
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BUSINESS DRIVERS 

How We Do It in EMC IT 
System for Managing Security, Risk and Compliance  

Define Policy 

Map to Controls 

Assess Risk and 
Report 

Add 
Context 

Monitor   |   Audit   |    Report 

Correlate 

Collect 

Manage Monitor 

Detect Enforce 

IDENTITIES INFRASTRUCTURE INFORMATION 

Manage Governance, Risk + Compliance 
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EMC IT - Security Lessons Learned 
• Traditional Security Infrastructure 

– Virtualization of security devices 
– Many legacy control points no longer valid  

• Dynamic Environment 
– New systems easily provisioned and de-provisioned 
– Plan for new forensics and incident response processes 
– Systems moving within the infrastructure 
– IP-based rules no longer sufficient 

• Merging of Functions 
– Concerns with Segregation of Duties 
– Security must become a core skill of all IT professionals 
– Traditional security teams focus on risk and governance  

• Remote Management 
– Functions that once required physical access to the  

console in a secure data center can now be done remotely 
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Interesting capabilities for 
combating the current threat 
environment 
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CIRC 

Advanced Tools, 
Tactics & Analysis 

Critical Incident 
Response Team 

Cyber Threat 
Intelligence 

• Reverse Malware 
Engineering 

• Host & Network Forensic 
• Cause & Origin 

Determination 
• Email operations 

Advanced Specialists  
• Integration 

• Content Development 

• Open/All Source Actor 
Attribution 

• Attack Sensing & 
Warning 

• Social Media 
• High Value Target (HVT) 

EMC IT CIRC Program 

Reconnaissance Weaponization Delivery Exploitation Installation C2 Actions 

Kill Chain Detection Response 

• Eyes-on-Glass 
• End User Intake 
• Event Triage 
• Incident Containment 
• 24x7 Coverage 
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In Summary 

• How holistic is your strategy? 
• How can you use a risk focus to prioritize your resources? 
• Without a solid governance framework will you be 

successful? 
• Are you developing the security organization of the 

future? 
• How aware and prepared are you to handle all types of 

advanced threats? 
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THANK YOU 


