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How to Reduce the Cost of eDiscovery

Getting Started with EMC SourceOne
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How Often Do You Delete Emails?
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Source: IDC White Paper, "The Diverse and Exploding Digital Universe," Sponsored by EMC
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The Calculus of Information Growth

. "

Increasing
Data

. .,

Increasing
Adoption

Higher i | Compliance
Costs Risk

...................................

- Reduce cost

- Retain, control content - Shorten backup/restore

- Manage sites and farms - Improve performance
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Modular Solutions for
Practical, Actionable Information Governance

Archiving eDiscovery Compliance

. Proactively manage . Reduce time and cost of - Manage to regulations and
information growth eDiscovery corporate policies

: Ry : - Enable effective auditing to
. Reduce operational costs| - Bring eDiscovery tHouse ensure policy adherence

. Increase IT efficiency + Implement a repeatable . Consistently enforce
o eDiscovery and litigation retention and disposition
- Optimize content access hold process policies

and reuse - Manage to global - Mitigate risk by identifying
eDiscovery rules & and managing confidential
corporate mandates and/or sensitive informatiog

Tiered Storage/D®upe Platforms
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How SourceOne Emalil Management Works

Classify based on
address rules

Windows file servers ~ :i
with PST/NSF files
Index messages
. & Q & attachments
Single instance ,
Mail servers A Legal hold+search

& attachments

User computers
with PST/NSF files MDA
M

Organize by retention policy

=
@ Compress messages
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wWhy EMC Source One Emall Management

Windows file servers
with PST/NSF files

Classify based on
address rules

;7
Ii Index messages

[ L'A & attachments

Single instance

Mail servers

User computers
with PST/NSF files

e

M4
4|

Legal hold+search

MM

Organise by retention policy

[y Compress messages
1

& attachments

Architecture

Meets large global enterprise
requirements yet is ideal for
commercial customers

@ Instant Messages, Exchange, Notes/Domino, SMTP mail

@ Separates functions: index, retrieve, archive, search

@ Dynamically add, remove resources

#Match Indexing to organizational needs

10
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wWhy EMC Source One Emall Management

Classify based on
address rules

Windows file servers
with PST/NSF files

e

Mail servers

=

User computers
with PST/NSF files

B

Single instance

MM
M

NP
Iﬁ Index messages

y & attachments

Legal hold+search

ZIEI
M

|=| Compress messages
[ 1 &attachments

Organise by retention policy

Compliance

Manage messages to meet
regulatory and legal
requirements

@ Retention: based on value of information

@ Automatically identify, collect and archive .PST

files, migrate .NSF files

B’Optional tools for collection, export and culling

@ Maintain defensible chain -of-custody

11
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Managing Storage Growth

1. Shortcut process 1 leaves content on mail server but
only a small fraction; still accessible via inbox

Example: Content 90 days old

2. Deletion T remove from inbox; accessible with archive
search
Example: Content 2 years old

12
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The Shortcut Process

Messaglng ‘ ............................ ; . . Email
Server ~~ Management
' Server
Shortcut
Message 1 2009-08-08 Message 1l 2009-08-08
To: Rick  Subject: Question To: Rick  Subject: Question
Attached: |— DG Attached: |— DU
Shortcut JES i = i
Message 2  2009-08-08 Message 2 2009-08-08
To: Ron Subject: Update To: Ron Subject Update
Attached: [— — Attached:
Shortcut ::g ‘: —
Message 3 2009-08-09 Message 3 2009-08-09
To: Bill Subject: Training To: Bill Subject: Training

N

Us

er 0s |

n b o xE-mail Archive

/

Leave only a
fraction on the
production server

Accessible to users
via Inbox

Example: messages
90 days old

13
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Online or Offline Access

liv Inboox - Microsoft Qutloak

© File Edit ‘Wiew Go

CadNew - g X

Tools  Actions  Help

;&,Eeply L@Replytn Al L—,}For‘u_\rard ED \ d @: —_*1 SendiReceive - ﬁ [E} Search addressbooks - | (@) E -

- | X

Type a question for help =

Mail

Favorite Folders

[ Inbox
L Urerzad Maii
=9 sent Items

Mail Folders
2] All Mail Tte ms

) Deleted Items
L7 Drafts
= L5 Inbax

L@ Junk E-mail
5] Outbox

L) R3S Feeds
=7 sent tems
L& sSearch Folders

S @ Mailbox - Jason Engineer

[ Personnnel Disputes

| Restared Shortcuts

« ||l Inbox Search Inbox L v| ¥
= |Click here to enable Instant Search |
= From Subject Received “
=] ] Morgan Engineer Farmally disputing iy review Mon 5742009 2:00 Ak
[~ GKE loe HRrep Disputing yaur review Sun 57372009 2:00 A
e
= - GKE Joe HRrep Dispute of Morgan's review Sun 54342009 2:00 Akd %
- (=] S KB Maorgan Engineer Re¥our Fewiew Sat 5722009 2:00 AM
Iil;l' ¥ KB jasanengineer Produdction Description Guide Sat 5272009 2:00 Ak
- GKE Joe HRrep Performance Appraizals and Reviews Fri 5/1/2009 2:00 Akd

Carly Campliance

5 KB

Qut of the office

Fri 57472003 2:00 AM

jasonengineer

Keeping pulse on the market

Thu 4/30/2009 2:00 Ak

@i 05 KE Morgan Engineer
G 07 KB jasonengineer
@i 0 & KE Catly Campliance

Joe HRre

jasonengineer

] Mail

Sentt Thu 473072009 12:00 AM
T engineering

| Calendar

Keeping pulse on the market

Yourtime keeping system
Flanning far Our First User Group
Regulatory implications

Time off

Thu 43072009 2:00 AR
Thu 473072009 2:00 &AM
Thu 4/30/2009 2:00 AM
Thu 4/30/2009 2:00 AM

- Message | 3] Third Party Research.ppt [F15 KE)

8=| contacts

E Tasks

o [ L[ A

e
As we are heads down with our own work, it is important to look up occasionally to
zee what i1s happening in the market place. E|
3rd party research that our Analyst Relations team assembled.
interesting trends being discussed in terms of convergence and usability.

Attached you will find a summary of the

There are some
I believe -

101 Items

All folders are up to date,

53 Connected to Microsoft Exchange ™

14



Offline Not Enabled
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D Mews - @ 3 x i Reply (8 Reply to &1l 2 Forward

BE W | Lt | cendrmeceive ~ [ | [ Searchaddressbooks - | (@) -

EEiIe Edit  “iew Go Tools Actions Help
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Type a question For help

Mail « || L3 Jason En gineer - Inbox Search Jason Engineer - Inbox 2 v|
Favorite Folders k- | Click here to enable Instant Search
Mail Folders = 10 6l size From Subject Received
}ZﬂAII Mail Ite ms * ||iy  9%EE Carl (IO Time off Fri 5/8/2008 7:09 Pr
Séi Mailbox - emcadmin = 989B Carly Campliance Is this something similar? Fri 5F8/2008 7:09 PM
=4 Archive Folders -] B46B Carly Campliance Out of the office Fri 5/1/2009 2:00 &M
= Archive Folders e 0 2 KB Carly Compliance Partner use of our corporate ... Wed 4715/2009 2:00 Ak
=l &= Mailbox - Jason Engineer )
S Delnted ttams Sy #85E d0pening Mail Attachment e 4/15/2008 2:00 AM
=, ~] 930E { SAGF2009 709 PM
L"‘z,l Dratts 92T E h P | ‘ou should only open attachments from a trustworthy source. ©/8/2009 7:09 P
L] Inbox = \:I’) {8 '
gl Junk E-mail (4 9078 f Attachment: anodyne_website_contract.pdf. html From Jason |" 1143072008 2:00 AM
Ll Malcolm.pst 3y T9TE C Engineer - Inbo in Mailbox - Jason Engineer - Microsaft 10732005 2:00 b
Led Morgan,pst S 1016 E Outlock 5¢5/2009 7:09 PM
L Quthoaox
2 kB 372372009 3:00 AN
Ll Restored Shortcuts mi 0 i n 323
L Rss Feeds B — would wou like to open the file or save it to your computer? e ————————————————————

=3 sentItems
= Ll User Archive Folders
= L) Engineering Community Carly Complia
Ll Financial Planning Sent Wed 4715420

Fartner use o

Open

Cancel |

V¥ lways ask before opening this bype of File

L Project Specs To: Emploveess
Ll staffing
L4l Personal Folder ] Messag

& | anodyne_website_contract, pdf.html (1 KB]

L0 Search Folders

In the spirit of collaboration, our partners are entitled to use our Website for thelr own

corporate site.
accepted usage of our corporate Website.

,,,,, should have thelr partners sign the attached.

[ Mail

It is important that we have all partners sign a terms of agreement and

Please see the attached. All partners managers

15
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Controlling Malilbox Size

1. Shortcut process 1 leaves content on mail server but
only a small fraction; still accessible via inbox

Example: Content 90 days old

2. Deletion T remove from inbox; accessible with archive

search
Example: Content 2 years old

16
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Delete from Inbox

.

WebSearch . l

Messaging - Email
Server . Management
' Server
Message 1 Jan. 1, 2009 Message 1 2009-08-08
To: Rick  Subject: Question To: Rick  Subject: Question
Attached: Attached: [— jﬁ
Message 2 Jan. 1, 2009 Message 2 2009-08-08
To: Ron Subject: Update To: Ron Subject: Update
Attached: Attached: |= [—
Message 3 Feb. 1, 2009 Message 3 2009-09-09
To: Bill Subject: Training To: Bill Subject: Training

\_ User 0s

n b o xE-mail Archive -

Delete from inbox

. Accessible to users

via Web search until
retention expires

Example: messages
two years old

17
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Web Access to Archived Messages

EMC’ SourceOne Search
i =" B=RRE . 2 Restore

Search Type: | All ltems s Search as | @ | ] Log off

2 All Mail Ttems

artner use of our corporate website

-~ % Carky Compliance
L. Ly =2
Sender - [k Date: 4/15/2009 2:00:00 AM
Attachments: anodyne website contractpdf
Recipient = (L
Date = on or after ¥ ] {46/2009 - In the spirit of collaboration, our pariners are entitled to use
Has Attachments «  Yes <7 our wWwebsite for their own corporate site. It is important that

we have all partners sign a terms of agreement and
accepted usage of our corporate Website, Please see the
attached. All partners managers should have their partners
sign the attached.

P add Criteria = Findl

tems1to1sof1s M 4 B H

8 Date Subject From

g 4/12/2000 2:00:00 &M Current budget expecta... jasonengineer
@  4/13/2009 2:00:00 &M Project ROI jasonengineer
@  4/15/2009 2:00:00 AM Breach of confidentially  jasonengineer

4/15/2009 2:00:00 &M Parimer use of our corp... Carly Compliance
4/17/2009 2:00:00 &AM Project Demo jasonengineer
4/20/2009 2:00:00 A Ad Campaign carlcio

4/20/2009 2:00:00 &M DRAFT - Admin Guide jasonengineer
4/20/2009 2:00:00 &M Employes Responsibility  Carly Cormpliance
4/21/2009 2:00:00 Ak Shareholder presentation robericfo
4/30/2009 2:00:00 &M Keeping pulse on the m... jasonengineer
4/30/2009 2:00:00 &M Regulatory implications Carly Compliance
4/30/2009 2:00:00 &M Your time keeping system Morgan Engineer

I A Y 3 B B
EEEEEEEELYEEE|D

o=V R C=v I = B = T (= TR (= B (=w R =

18
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wWhy EMC Source One Emall Management

Classify based on
address rules

Windows file servers E ]
with PST/NSF files

I- Index messages
Q £ g ‘v, & attachments
Single instance w

Mail servers

EE Legal hold+search
@ M~
|=| Compress messages

[ 1 &attachments
User computers
with PST/NSF files MM
M

9 Organise by retention policy

User Experience

Promotes ease of use-
online, offline
and mobile

@ No change in Inbox use or appearance

@ No change to the Notes mail template

& Alternative (e.g., Entourage and mobile)

acCcCesSSsS t o

PUser -9srevifced and

shortcut s

t hr ol

del egat
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Before After

User Enterprise User Email Tiered
Desktops SAN Desktops Management Storage
= SO % O [ % 3O Server B B B -
e e e dRedre e e B | B
S e e |~e e | -e |- g >E[-E -8
= = = & = = e e e f-e
Sedbedbedbed-ed-e e | Eaca!| Eaxe B
= e e e e -1 -¢
= edhedhed-e
e f.e = sededlededede * - - ’
: e e df-ef-e
DEg>E : e e dbedre e e g HEPE PE>
e e e -
= Sediedbedb-edi-edi-e P > > >
= ~edrhedbedre
e e e dhedre
e | e dhedre
~edhedre ;
< ~edfedfe o e e
e g.e pr e e f.e
e e ~° | Mail Servers EpEgpe
> ~e e e

File Mail
servers Servers
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ROI You Can Achieve

Freanna A Reducing amount of storage

$16.000.0007 (Access Intelligence reduced production

414,000,000 storage by 60%)

$12,000,000 . .

$10,000,000- A Leveraging tiered storage
(EMC saved $20M in storage costs)

$56.000,000

. A Reducing amount of backup

$4.000,000 . . .

o000 media and associated bandwidth

o (ICI reduced backup times by 50%)
50 Befaore I:Eulrrentﬁus I After IIWEth EMC)
@ Storage Costs @ Storage Support and Maintenance Contracts @ Message Storage Management Costs

IT Administrative Recower Cost @ Backup Media ® Backup Metwark
@ Meszage Management Burden on Uszers © EMC Solution and Change Costs - IT Capital Costs
& EMC Solution and Change Costs - IT Operating Costs

21
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; - Microsoft®
~ Exchange Server 2010

Hold Multi -Mailbox
Policy Search

Personal Move and
Archive Delete Policies

Customer situation

- Upgrading from Exchange 2003
- 25,000 mailboxes

- 200 TB of PST files

- 9 TB In production

22
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NOrgani zati ons t Brapartydsicolbledd c o
archiving include those that:

Would like to make use of their tiered storage environment and
purpose-built archival storage to manage their Exchange data

Would like to archive multiple content types using a single

solution, taking advantage of features like single instancing
across content types

Need a more mature, feature -rich application for policy-based
retention and compliance supervision for emaill

Have distinct eDiscovery requirements

Want to manage multiple and different types of emall
applicationsusi ng the same producteod

Source: OMicrosoft Introduces Simple Email Archiving

23
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Email SupervisionA Global Issue

. o | A T
/ ~
/ . )
IRASILIA

NEW YORK MIXICC

néinsi der t

Nl can guar

e %)
I

Customer Care Healthcare Manufacturing  Financial Services

néoffer a

Proactively monitor email archive for compliance with policies and requlations

24
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EMC SourceOne Email Supervisor

Samples indexed messages
from the message archive,
presents them for
supervisory review and

saves evidence of review actions.

25
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LT ,2dz bSSR ¢2X

X Eliminate mailbox size limits, remove quotas
X Reduce storage costs, cut backup windows H Soéﬁgﬁ)”e
X Eliminate PST and NSF files, enforce retention poli Management
X Promote upgrades to Microsoft Exchange 2010

X Comply with policies & regulations, especially NASD

X Provide evidence of review operations Sogggﬁ)”e
X Reduce risk of improper email usage Supervisor
X Validate supervisory process effectiveness

X Apply legal hold to archived email

X Secure matter management S[)Oigé‘é‘\e/grr;/e
X Minimize dependence on outsourced services Manager
X Export in multiple formats

26
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Overcome The Challenges of Email Growth

[ How to Reduce the Cost of eDiscoveﬂy

Getting Started with EMC SourceOne




Investigation

EMC
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You Must Be Ready!

eDiscovery =
review and pro
when requ

| status tepu@

| proceedure lists
) production deas
_J prpense reports

Audit Public Disclosure Litigation

28
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Why Is This So Challenging?

$1.5M

average cost
per incident

$34M

average annual
legal costs

10x

increased costs
to outsource

89%

of companies
face litigation

$18M+

cost to review
1 TB of info

29
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Why Is This So Challenging?

Format

Cross-border

Volume

-

va-"/ =

J

Electronic Content

Sources

30
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Why Is This So Challenging?

I'T

- Difficult to identify
business-relevant
information

- Ad hoc and
indefensible
processes

- eDiscovery is costly
and time consuming

- Lack of automation
consumes costly
resources

Legal

- Lack of early case

assessment means
unneeded legal
fees

- Defensibility of

procedures difficult
to prove

- Significant expense

for legal review

- Security risk from

transporting critical
information to
outside entities

31
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Electronic Discovery Reference Model
ROIc Reduce Risk Improve Data Use

! | Processing %Lh
o

' Preservation (jl:»

T 01 [ eview &5

Information

Management
10 T ’ Collection (} - “A‘_‘I,T 1]
T ﬁ Analysis él:-'
1 that have an electronic
information inventory,
VOLUME active policy management
and archiving solutions, and
i I\_ a repeatable process in
Info Mgmt Solutions: _ _ place for ediscovery will
Records Managemeht eDiscovery Solutions: spend up to 50% less on e
Email Archiving Identify, Preserve, discovery than those that do
Collect, Produce y2iodé
>ave money. Immediate ROI ~ Gart
Improve eDiscovery (over time) artner

Sources: The Electronic Discovery Reference Madel.edrm.net, Gartner
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eDiscovery Process for Most Organizations EMC’

c ('x | ﬁ é I 2 Cv) where information lives®
<4 Manual Collection ep € SEIViCE BUICAU mmmm—)
In House Internal Outside Counsel
Notice Collect Hold Review/Cull CoReview

) )

| %=
i'\d _

'\ : ﬁi‘- \\
'. ‘
J — =y “““

FES NN\ \ \
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EMC SourceOne eDiscovalazeon

Create electronically stored
information (ESI)

Index the ESI Determine  Secure and  Analyze and
in-place relevance hold Review

34
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El ic Discovery Ref Model
www.edrm.net

Pnnnrmon 5-4
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